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1. Company Profile

Eastern Exchange Company has been a pioneer in providing Foreign Exchange
Services in Qatar for over three decades. Established in 1979, Eastern Exchange
belongs to the well-known Al-Muftah family in Qatar under the able leadership of
Mr. Abdul Rahman M M Al-Muftah, Chairman. Over the years, Eastern Exchange
has been scaling up its market position to emerge as a major exchange company
in Qatar by rendering personalized customer service to its customers. With a
wide array of product and services in our forte, we are committed to meet the
individual needs of every customer. We are fully equipped with the latest state of
art technology coupled with efficient MIS for rendering quality service thereby

having an edge over others in similar business.

2. Policy Statement

It is the policy of the Eastern Exchange Company to comply with the Qatar
Central Bank AML/CFT regulations and other applicable laws. This policy
statement forms an integral part of the company’s AML/CFT program, which
includes system, procedures and personnel responsible for complying with this

policy and applicable laws issued by QCB from time to time.
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3. Objectives

1. Ensure that the company comply with provisions of law 20 of 2019 on Anti
Money Laundering and Combating Financing of Terrorism.

2. Ensure the company’s compliance with all requirements issued by Qatar
Central Bank.

3. Prevent, detect the use of Eastern Exchange products and service in money
laundering or terrorism financing.

4. Enhance the company’s compliance with Anti Money laundering laws and
regulations and also to minimize the risk of company resources being used
for improper purpose.

5. Ensure implementation of policies, procedures, system and controls for
prevention, detection, control and report of money laundering and
terrorist financing.

6. Maintain, enhance and protect the company’s credibility, integrity and
reputation.

7. Assuring that all Eastern Exchange employees are applying all regulations
mentioned in this manual.

8. Share awareness with counter parties of the consequences of non-
compliance with AML/CFT regulations.
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4. Definitions

» Money Laundering (ML):

Money Laundering is the process whereby criminals attempt to hide and disguise
the true source and ownership of the proceeds of their criminal activities. In
simple words, it is a process through which “illegal money” is converted to “legal
money”.

» Terrorist Financing (TF):

Financial support (even from legal sources), in any form, of terrorism or of those
who encourage, plan, or engage in terrorism. Terrorism includes any act of
criminal design aimed at causing terror and endangering the safety and security
of the society or exposing the people’s lives to danger and threatens the national
security. Further, it also includes any such acts that cause damage to
environment, public or private properties or utilities or exposing natural
resources to danger.

» Know Your Customer (KYC):

KYC is the due diligence that company must carry out to identify its customers
before starting a financial relation. KYC policy are becoming the most effective
procedure against money laundering & terrorist financing.

» Customer Due Diligence (CDD):

CDD refers to the process of identifying the true identity of customers dealing
with the company and creating profile in line to risk parameters. In simple
words, it verifies and check customers are, who they say they are.

» Enhanced Due Diligence (CDD):

it is the method of collecting additional evidences and answers about a customer
and or a transaction during an investigation procedure.
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> Shell Banks:

A financial institution that does not have a physical presence in the country in
which its incorporated, licensed or located.

> Beneficial Owner:

A person who directly or indirectly, owns or control or influences a customer or
the person on whose behalf a transaction is conducted.

» Politically exposed persons (PEPs):

Individuals who hold or held senior public position as a head of state,
government, judge, military, high ranking government officials, senior politicians,
including members of their families or any person acting on their behallf.

» Compliance Officer:

Compliance officer is the designated staff reporting direct to the board of
directors and stationed at Head Office to ensure day-to-day compliance of
AML/CFT policies and procedures and or make ongoing evaluation of the efficacy
of the policies and procedures. He should be the focal point for managing
AML/CFT related matters.
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I1.

I11.

IV.

I1.

[I1.

IV.

5. Roles and Responsibilities:

5.1 Board of directors:

Maintain accountability and oversight for establishing Compliance policies
and minimum standards.

Approve, Manage, Comply, the Risk Policy.

Approve the appointment of the Compliance Officer.

Approve policies regarding AML/CFT measures submitted by the
Compliance Team.

Receiving Information and reports from the Compliance Officer and give
instructions for actions to be taken and directions to consider.

5.2 Money Laundering Reporting Officer (MLRO):

Develop and ensure an effective implementation of the policies regarding
AML/CFT.

Conduct regular assessment on the AML/CFT policies and procedures to
ensure it is sufficient and adequate to address any change in the AML/CFT
trends.

Receive, investigate and assess the internal suspicious transaction report
of the company and making STRs to FIU wherever applicable.

Act as central point of contact between the company, FIU, the Regulator(s),
and State authorities in relation to AML and CFT issues.
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VL.

VIL

I1.

[11.

IV.

Continuously monitoring the transactions and do periodically data
analytical based on risk classification, inquire any suspicious indicators
and report them.

Developing, implementing and maintaining on going AML/CFT training
programs for the company’s employees.

Coordinate with Qatar Central Bank and Qatar Financial Information Unit
and promptly respond their inquiries.

5.3 Deputy Money Laundering Reporting Officer (DMLRO):

Eastern exchange has appointed deputy MLRO that have very good
experience in exchange business, he also has the authority to carry out his
responsibilities independently.

Staff will report all transactions of suspicious nature with full details to the
MLRO / DMLRO.

The main duty of the deputy MLRO is the continuous monitoring, helping
MLRO to ensure compliance with policies and procedures.

In case of emergency, MLRO must replace by his deputy therefore, deputy
MLRO must be aware of everything that MLRO knows.
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6. Know Your Customer:

e KYC Procedures is essential for the safety of the company’s operations.
Company understand that the availability of sufficient information of the
customer helps all other AML procedures and should be taken as essential
element for management of ML risk.

6.1 Customer Acceptance:

e Company shall not establish any business relationship with anonymous
persons or with false name or with shell banks.

e Company shall not establish any business relationship with non-profit
organization.

e Company shall not start any business relationship with any customer
before completing KYC Procedures.

¢ staff shall obtain satisfactory evidence of the identity and legal existence of
persons conducting transactions on the basis of reliable documents or
other resources, and record that identity and other relevant information
regarding the customers in their files.

e Prior permission from the Board of Directors must be obtained before
start a business relationship with (PEPs).

e staff shall conduct the following:

» Physically inspect the original customer’s identification document
(ID).

» Check whether the customer is the person referred to in the
identification document.

» Ensure that the records of existing customers remain updated and
relevant.

» Check customer’s source of income and wealth according to the
customer profile.
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e Where the staff is unable to complete the KYC & CDD and verification
requirements, they should not process the transaction and submit a
suspicious transaction report accordingly.

6.2 Customer Identifications and Verifications:
6.2.1 Individuals: (Resident)

e Original Valid ID (according to QCB & MOI Instructions, the residents who’s
their Resident Permit has expired shall be allowed to issue transactions during
the grace period of 90 days allowed to them to renew their Resident Permits /

QID).

e Sender Full name, Date of birth, nationality, occupation, permanent
address, phone number, receiver full name, source of funds, purpose of
transaction, customer signature on transaction/s slip.

e Verify whether the customer is acting on behalf of another person
(Beneficial owner) and take reasonable steps to obtain sufficient
information to verify that person’s identity.

e In case of dealing with proxy customer, he should make sure that he shows
authorization letter signed by the beneficial owner, in addition,
verification and obtaining both customers Identifications cards is required.

6.2.2 Individuals: (NON-Resident)

e Non-Resident Customers includes:

A\

Embassies, Foreign Consulates and their foreign employees under their
sponsorship.

Students studying in school or universities.

Foreigners coming for medical treatment.

Foreigners coming for tourism.

Foreigners who obtain a visit visa for less than a year.

Foreign Workers who work seasonally for no more than a year.

VV VYV
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e Sender Full name, Date of birth, nationality, occupation, permanent
address, phone number, receiver full name, source of funds, purpose of
transaction, customer signature on transaction/s slip.

e Verify whether the customer is acting on behalf of another person
(Beneficial owner) and take reasonable steps to obtain sufficient
information to verify that person’s identity.

e Identify the purpose of the business relationship.

e Verifying the original Passport and Obtain a copy of the Passport.

o Verify the validity of the entry visa while initiating business relationship.

e Maximum amount for a Non-Resident Customer is 3500 QR during his
staying period (Remittances or Forex)

e Non-Resident customers shall be accepted to do Remittance Transaction
along with the followings;

» Maximum enhanced due diligence (EDD)

» Source of Funds and Purpose of Transactions verified with evidence

6.2.3 Individuals: (Customers with Special Needs)

e Customers with Special Needs” means any person with a permanent total
or partial disability in any of the senses or in his or her physical ability or
in his or her psychological or mental ability to such an extent that his or
her opportunity to learn or to undergo rehabilitation or to earn a living is
limited. (Law No. 2/2004 definition)

e Original Valid ID and Proof of Disability is required for processing the
transaction.

e All KYC & CDD Procedures should be followed while dealing with special
needs customer.
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6.2.4 Incoming Transactions:

e Sender and Beneficiary full details must be mentioned on the transaction.

e Beneficiary name must be exactly correct as per his Qatari ID.

e Verify whether the customer is acting on behalf of another person
(Beneficial owner) and take reasonable steps to obtain sufficient
information to verify that person’s identity.

e Original Valid ID for Resident and Original Valid Passport for Non-
Resident. (Copy must be obtained)

e Maximum amount for a Non-Resident Customer is 3500 QR during his
staying period

e Verify the validity of the entry visa before making the payment. (Non-
Resident Customer)

e Branch Manager approval is required before making the payment.

e Where the staff is unable to complete the KYC & CDD and verification
requirements, they should not process the transaction and submit a
suspicious transaction report accordingly.

6.2.5 Legal Person:

e Valid Commercial Registration (CR) & Valid Trade License & Valid
Authorized signatoris card (Computer Card) & Owners and authorized
signatories ID.

e Company’s legal form, full name, address, Owners names, Authorized
Signatories names, type of activities, phone number, purpose of conducting
business relationship, letter of authority for the person who is dealing with
the company.

e (Individual to Company) or (Company to individual) transactions is not
allowed, Company to Company transactions is allowed after submitting all
business invoices, shipment invoices and all other sufficient documents.
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6.2.6 Beneficial Owner:

e Verify whether the customer is acting on behalf of another person
(Beneficial owner) and take reasonable steps to obtain sufficient
information to verify that person’s identity.

o I[dentify the identity of the real beneficiary and take reasonable procedures
to verify the identity, depending on data or information obtained from
official documents.

e In case of legal person, reasonable procedures shall be taken to determine
the structure of the ownership and management of the entity, depending
on data or information obtained from official documents.

6.2.7 Politically Exposed Persons (PEPs):

e Politically Exposed Person (PEP) is defined by most global regulatory
frameworks—including those guided by the Financial Action Task Force
(FATF)—as an individual who is or has been entrusted with a prominent

public function. The definition extends to include:

» Heads of state, government, or ministers.

» Senior politicians and lawmakers (e.g, members of parliament or
legislative councils).

» Senior government officials, diplomats, and judiciary members.

» High-ranking officers in armed forces or law enforcement agencies.

» Board members or executives in state-owned enterprises.
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Key Procedures for Identifying and Managing PEPs:

. Customer Due Diligence (CDD) and Identifying Protocols:

At the point of customer onboarding, the company will screen customers
data against PEP databases (e.g., World-Check).

Interviewing the customer to obtain information on the customer’s
political exposure.

If the customer is identified as a PEP or related to one, the institution
should flag the account as high-risk and apply enhanced due diligence

procedures.

. Enhanced Due Diligence (EDD) Measures:

The company will verify the source of wealth and the source of funds.
Obtain senior management approval before establishing or continuing a
business relationship with a PEP.

Understand the nature and intended purpose of the business relationship.
Establish the customer's expected account activity and monitor for

deviations.
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7. Customer Due Diligence (CDD):

e knowing the customer, who the company is dealing with, be it an
existing or a new customer.

e The conduct of effective CDD will enable us to detect possible
transactions for money laundering, financing of terrorism or other
illegal activities at the point of customer contact, hence, Protecting the
company from the abuses of financial crimes and other unlawful
activities.

e The requirement of knowing your customer (KYC) consists in
conducting an adequate Customer Due Diligence (CDD), which means
to gather all the necessary information from the customer in order to
verify his identity and be able to generate a customer profile that shall
determine what the expected transaction for such customer is.

e Customer Due Diligence (CDD) & Know Your Customer (KYC)
Procedures should be implemented to all customers and according to
the risk level.

e Identify the customer’s activity and understand the purpose and nature
of the business relationship with the company.

e Identify the source of funds and supporting documents for the
transaction/s

e Comparing and screening the name of the customer with the names of
the persons and entities listed on the black listed such as (UN - EU -
OFAC - Internal Lists).

e The customer identification data & documents obtained under
customer due diligence procedures should be updated continuously.

e Obtaining sufficient information in order to identify persons who
beneficially own or control the transaction customer. The beneficial
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owner is the natural person or persons who ultimately own, control or
influence the customer and/or persons on whose behalf a transaction is
being conducted. It also incorporates those persons who exercise
ultimate effective control over a legal person.

e Any business relations with any anonymous person or with false name
or shell banks is not permitted.

» Itis arequirement to perform CDD in the following cases:

e Establishing business relationship with a new customer.

e While dealing with customers belong to countries not implementing FATF
Recommendations.

e unusual large transactions, or unusual patterns of transactions that have
no apparent or visible economic or lawful purpose.

e There is a change to the authorized signatory or the benfical owner of an
existing business relationship

e A major change in the way that customer is used to deal with the company
or changes in the manner of conducting business relationship

e (Corporate Transactions.

e Transactions Issued using authorization letter. (For the Customer &
Beneficial Owner).

e high value transactions.

e When there arises any doubt over transactions which may appear to be
unusual or do not have any apparent economic purpose.

e When there arises any doubt about the veracity or adequacy of previously
obtained customer due diligence information and documents

e C(Carrying out one-off or occasional transaction of QR 50,000 as minimum

for a customer according to his volume of transactions and his risk level.
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e Carrying out one-off multiple transaction seems related to each other with
total of QR 50,000 as minimum for a customer according to his volume of
transactions and his risk level.

e C(Carrying out a remittance or Forex equal or more than 3,500 QR.

e There is a suspicion of money laundering or terrorist financing.

e In general, Company should perform CDD Procedures according to risk
level (Customer Risk, Product Risk, Delivery Channel Risk and
Geographical Risk)

8. Enhanced Due Diligence (EDD):

» it is the method of collecting additional evidences and answers
about a customer and or a transaction during an investigation
procedure.

» EDD Procedures should be performed according to the risk level.
» EDD should be applied for the following categories:

e Non-face-to-face transactions and new technologies.

e Politically Exposed Persons (PEPs).

e Correspondent banking relationships

¢ Interface or delivery channel risks

e High Risk Jurisdiction (mainly impaired international cooperation, non-
cooperative and sanctioned jurisdictions and jurisdictions with high

propensity for corruption)
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On customers belonging to countries that do not apply FATF
Recommendations appropriately.

When there arises any doubt over transactions which may appear to be
unusual or do not have any apparent economic purpose.

Non-Resident Customers according to the risk level.

» The measures for the company to conduct EDD include, but are
not limited to the followings:

Obtain more detailed information about the customer (Profession, Assets
size, Pubic Database available).
Obtaining additional information about the beneficial owner.
Obtaining additional information about the purpose of the business
relationship.
Obtaining additional information about the customer’s Source of Funds
and customer’s wealth.
Obtaining additional information about the Purpose of the Transaction/s.
Evidence of a person’s permanent address through the ID Document or
other supporting documents.
Continuous follow up of the transactions and comparing the activity of the
customer with the same or similar activity in the same degree of risk and
compare the nature and volume of transactions with KYC data provided
with the customer when starting the relationship.
Monitor all transactions performed for the customer through the relevant
automated system.

Obtaining Board of Directors approval before dealing with PEPs.
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9. Know Your Agent (KYA):
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Obtaining required documents to prove the legal status &
ownership (registration Certificates & central banks licenses,
Professions licenses, names of equities above 10% of the capital

...etc.).

Knowing the correspondent nature of activity and his reputation in
combating money laundry and terrorism financing, location

address, and reasons of conducting relationships.

Obtaining the approval from the management committee to

establish the relationship with the correspondents.

Assuring that the correspondent is applying customer due diligence
requirements and the ability to provide information and evidence of

any transaction.

It is not allowed to deal with any correspondent who doesn’t have a
physical exitances or not subjected to the authorities control and

supervision such as shell banks.

Periodic follow up in the updating of the correspondent information
and documents and the change in names of its board of directors &
managers & owners, and Periodic verification that their names on

the black lists or not as well as name of the correspondent.
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10. Know Your Employee (KYE):
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HR Department is selecting best staff and review their CV, especially
those who interact directly with customers, focusing on their
personalities & skills, and obtain criminal record certificate &
educational certificates & experience certificates for each employee.

The company will conduct verification and thorough investigation of
candidates' previous work experiences by reviewing employment
records and contacting former employers, in order to ensure the
accuracy of the information provided and its alignment with the job
requirements.

Monitoring the employee behavior which may be considered as
indicators of their involvement in AML/CFT, Direct or Indirect by
involving the financial transfers or not applying CDD procedures or
not reporting STRs

New hired employees will be under a probation period for 3 to 6
months to monitor the employee’s behavior and to ensure that he is
having appropriate skills and ability to act honestly.

For all positions reporting to the Board of Directors, the prior QCB
approval shall be taken before appointment.

the Company requests the following documentation as a minimum
during the recruitment procedure:

Resume or Curriculum Vitae (CV), detailing the personal and professional
information.

Educational qualification certificates, or professional certificates, duly
certified or attested (Mandatory for all Key Employees).
Personal/professional background verification.

Police clearance.
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11. Risk Based Approach (RBA):
» Customer Risk:

e Customers are classified as low risk, medium risk or high risk, in order to
determine required due diligence and for monitoring customer’s
transactions.

v High Risk Customers: (Enhanced Due Diligence is required)

e Politically Exposed Persons (PEPs)

e customers belonging to countries that do not apply FATF
Recommendations appropriately

e Customers from locations known for their high rates of crime (e.g., drugs
producing; trafficking and smuggling).
e Non-resident customers.

e High net worth Individuals
¢ Individuals with dubious reputation as per available public information.

e Customers dealing with business activities classified as high-risk business
such as: Hotels - jewelers - Precious metal.... etc.).

v' Medium Risk Customers: (Customer Due Diligence is required)

e (Corporate customers

e Owners of a company

e Board of Directors of a company

e Authorized Signatories of a company

e Businessman
v" Low Risk Customers: (KYC & Simple Due Diligence is required)

e Where none of the indicators previously mentioned, the customer is
classified as low risk.

e Salaried Employees.

e Individuals which their source of funds can be easily identified.
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» Geographical/ Jurisdiction Risk:

e The Country Risk Assessment has been designed to provide a measure of
the money laundering risk of countries that Eastern Exchange might have
client relationships with or doing business with.

e Countries subject to sanctions, embargos or similar measures.
e Countries with ineffective AML/CFT regimes

e Countries with impaired international cooperation

e Jurisdictions with high propensity for corruption.

e Countries identified by FATF as non-cooperative or identified by credible
sources as lacking of AML/CFT laws and regulations or providing or
supporting for terrorist activities or having significant level of corruption.

» Product / Service Risk:
e Company is offering various products/services to its customers by way of

Bank to Bank Transfer, E-Money (Instant Cash payment facility), to various
countries.

e Company is assessing the risks of its products based on the product’s
payment mode, security procedures, confidentiality, AML procedures

e Company is not permitting any of its products to be used with fictitious,
false or when no names or the customer is not identified.

» Interfacing Risk (Delivery Channel):
e Company is assessing the interfacing risk based on the mechanism used
while start business relationship with the customer.

e Some delivery channels can increase ML/such as non-face-to-face
relationship, involvement of third parties, transaction order done by phone
or fax or email.
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12. Anti-Fraud Policy:
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Fraud is the potential or actual theft of funds from a consumer by
means of; Deceit, Trickery or Manipulation.

We should understand & recognize what is the fraud is and take
precaution to prevent our costumers becoming victim of it. The
Company does not want its financial service to be used for

fraudulent purpose.

We Should understand how to Detect the fraud, Prevent, report and
handle suspicious transactions

Any actual or attempted fraud incident (however small) shall be
reported to appropriate authorities.

MLRO/Deputy MLRO, is given the overall authority for the
prevention, detection and remedying of fraud.

Sign to detect fraud are:

e There is no apparent family connection between the sender &
receiver.

e Customer is sending money to a person they have not actually
met, to pay for travel.

e One receiver picking up multiple transactions from many
senders.

e An individual repeatedly picks up transactions from multiple
senders in multiple locations

e There does not appear to be a business purpose for the
transaction
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» Types of Fraud:

e Romance Scams
There are various forms of Romance Scams known as online dating, social

networking and “mail bride” services. All of these scams involve tricking the
customer into providing funds to a person the customer believes he/she has a
relationship with.

e Employment / Secret Shopper Scams:
Customers are tricked into believing they have found their dream job working

part-time from home. Victims may be contacted by e-mail or they locate these
ads themselves on various job-hunting websites. The ads promise to provide
substantial incomes with minimal effort. A popular “dream job” scam is an offer
for customers to act as Secret Shoppers and send money transfer transactions to
test the money transfer company’s processes.

e Proof of funds scams:
A customer finds the dream flat rental/car or item and the seller requires the

customer to prove they have sufficient funds before closing the deal. To do this,
the customer is instructed to transfer the money to a good friend /family member
and give the seller the send form as proof. The seller then collects the money with
the receiver’s name and false ID.

e Lottery / Sweepstakes Scams:
Customers are tricked into believing they have won a lottery prize/sweepstakes,

even though they did not purchase a ticket for the lottery or enter a sweepstakes
drawing. Victims are notified by e-mail that their e-mail address was selected as
the winner of a lottery/sweepstakes. In order to receive the winnings, the
customer must send money to pay fees for processing, insurance, customs, etc....
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e Person-in-Need Scams
Customers are tricked into providing emergency funds to a person posing as a

relative or friend who is in urgent need of funds.

e Inheritance:
Customer are told that they are receiving a large inheritance from a long lost

relative and that they must send money for taxes or fees before they receive any
money.

¢ g.Loan and Investment Scams:
A customer attempts to secure a loan or investment, unaware that the company

they have contacted is fraudulent. A customer responds to a newspaper or
Internet advertisement for a low-rate loan or high-rate investment. After
responding, the customer is told to send money to pay for insurance, the first
loan payment or the purchase of the investment.

e h. Internet Purchase Scams
Customers believe they are purchasing an item from a legitimate company/ seller

on the Internet. The customer purchases an item on the Internet & is instructed
to make a payment. The suspect receives the money but no merchandise is
received by the customer....

» Key Points:

e Know your customer.

e Ask questions if you are suspicious about the activity.

e Advise the customer to never disclose any of the details of the transaction
especially reference numbers to any third party.

e DO NOT process the transaction if you believe that the customer may be a
victim of fraud or a Receiver of fraudulently acquired funds.

e Reporting the fraud.
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13. Transaction Monitoring:
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All transactions are monitored based on Risk Level.

MLRO/DMLRO are conducting ongoing monitoring on the
transactions and regular customers to ensure that the records /
information maintained are up-to-date to facilitate the detection of
any suspicious transaction that may appear to be inconsistent with
the expected pattern of the customer.

MLRO/DMLRO are using Automated AML Software for monitoring
process.

Many criteria to detect suspicious transactions are added to the
AML Software, any transaction matches with the criteria should be
subjected to higher scrutiny by the MLRO who should evaluate
whether a suspicious transaction report should be submitted to the
Financial Information Unit (FIU).

Any Online Alert is generated must be closed after collecting the
sufficient supporting documents in 4 working days.

Any Offline Alert is generated must be closed after collecting the
sufficient supporting documents in 7 working days.

The number and volume of transactions going through the company
will be monitored, together with scrutiny of transactions, according
to risks parameters relating to: customers, products, delivery
channels and geographical area of operation.

Review on a daily, weekly and monthly basis whether the volume of
transactions which is being processed by the customer is consistent
with what was anticipated when the customer was registered.

Monitoring the sudden increase in business from an existing
customer.
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> 13.1 Blacklisted Entities and Individuals:

The Compliance Department is continually obtaining information of Black
Listed Entities and Individuals from the regulatory authorities and

International agencies and update the same in the system.

Blacklist scanning function is done on real time and centralized at the
Head Office through the AML software. All transactions are scanned
against the Blacklist database. If there is any name match of the customer
or beneficiary with matching percentage of 80 % or more, transaction is
immediately blocked and an alert sent to the AML & CFT Department. The
customer or beneficiary details of the blocked transaction is checked
against the blacklist database and if different, the blocked shall be
released. If there is an exact match, the transaction is rejected and

reported to Qatar Central Bank (QCB) the Financial Information Unit (FIU).

In case there is any doubt that a transaction is meant for a terrorist
organization or terrorist purposes, Company is blocking the transaction

and inform the Financial Information Unit in immediately.

The Compliance Department is furnishing available details to the Qatar
Central Bank (QCB) or the Financial Information Unit (FIU) for any request

for information within a required period of time without any delay.

28 | Page




Eastern Exchange CO.
Doha, Qatar

Anti-Money Laundering and Combating Financing of Terrorism (AML/CFT) Policy 2025

14. Reporting:
14.1 Suspicious Transaction Report (STR):

e When employee identifies a transaction to be unusual or suspicious,
he/she must forward the Suspicious Transaction Report (ISTR) along with
the findings to the company’s MLRO.

e Failure to report suspicious and unusual transaction to the MLRO shall
attract legal and disciplinary action.

» Obligation of Money Laundering Reporting Officer on receipt of

internal reports:

e The MLRO shall evaluate the reported incidence properly in the light of all
other relevant information and record in writing with reasons in details
whether the transaction is connected with money laundering or terrorist
financing or not.

e If the reported issue does not appear to be connected with money
laundering or terrorist financing, then the MLRO will close the issue at his
end after putting his comments on the STR form.

e If the reported issue appears to be connected with money laundering or
terrorist Financing, then the MLRO will submit the Suspicious Transaction
Report to the Qatar Financial Information Unit (QFIU)

e Furnish a notice to the officer or employee of the decision of the Money

Laundering Reporting Officer with a reminder of the provisions relating to
tipping off.
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14.2 Internal Reporting:

Company is having a clear and effective policies, Procedures, systems and
controls for internal reporting of the known or suspected instances of ML
& TF.

These policies, procedures, systems and controls for internal reporting is
enable the company to comply with the AML/ CFT law, regulations and
also enable Prompt making of internal suspicious transactions report to
the Money Laundering Reporting Officer.

The company is ensuring that all officers and employees have direct access
to the Company’s Money Laundering Reporting Officer and also that the
reporting hierarchy between the officers and employees are short.

All officers and employees of the company should make an internal STR to
the Money Laundering Reporting Officer. On making such an internal STR
to Money Laundering Reporting officer, the officer or employee should
promptly report all subsequent transactions details of the customer until
required by the Money Laundering Reporting Officer.

All officers and employees are requested to go through the suspicious
activity chapter to know when to report an internal STR.

14.3 External Reporting:

Company shall have clear and effective policies, procedures, systems and
controls for reporting all known or suspected instances of ML / TF to FIU.

The policies and procedures of company should be able to comply with
AML/ CFT law, regulations in relation to making STRs to FIU promptly and
also to cooperate effectively with FIU.
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14.4 Tipping Off:

[llegal act of notifying the customer that he is a subject to suspicious report
or being investigated.

Tipping off is prohibited under the provisions of Law (20) of 2019.

We ensure that our officers and employees are aware of and sensitive to
the issues surrounding and consequences of tipping off.

MRLO is not according permission or consent on disclosure of information
relating to internal STR to any person, unless MLRO is satisfied that such
disclosure would not constitute tipping off.

In case the employee believes or has reasonable grounds to believe that a
customer may be tipped off by conducting CDD measures or on-going
monitoring, the employee should refer the case to MLRO for making a STR
to FIU instead of conducting CDD measures or monitoring. The MLRO shall
make and maintain record to the effect to demonstrate the grounds for
belief that conducting CDD measures or on- going monitoring would have
tipped off the customer.

Furnish a written acknowledgement to the officer or employee, together
with a reminder of the provisions relating to tipping off .

On receipt of the internal reports from the officers or employees of the
company, the MLRO should properly and appropriately document the
report and acknowledge the same together with a reminder of the
provisions relating to tipping off.
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15. Training:

AML department shall ensure effective implementation of appropriate
level of AML/CFT training throughout the organization. The employees
must be made aware that they may be held personally liable for any failure

to observe the AML/CFT requirements.

Employees who deal directly with the customer shall be trained on
AML/CFT prior to dealing with customers. The training conducted for
employees must be appropriate to their level of responsibilities in

detecting ML/TF activities and the risks of ML/TF.

Training for all employees shall provide a general background on ML/TF,
compliance awareness, the requirements and obligations to monitor and
report suspicious transactions to the MLRO and the importance of CDD. In
addition, training may be provided to specific categories of employees
depending on their job scopes and direct business relationship with the
customers. This ensures company provides appropriate level of AML/CFT

training for its employees at all levels throughout the organization.

AML department is required to maintain records showing the dates when
anti money laundering training was given, the nature of the training and

the names of the staff, who received the training.

The MLRO is responsible for ensuring that the training of each employee

has been properly documented;
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e ML/CFT Training for all the Company members of staff is conducted
regularly, with the minimum frequency of one time per year. The training
program includes the following as a minimum:
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background and history related to anti-money laundering controls,
what is money laundering and terrorist financing, stages of money
laundering, why do criminals launder money and the necessity to
combat the money laundering & terrorist financing issues within the
financial system.

Responsibility of the employees under the Qatar AML/CFT Law,
covering money laundering and terrorist financing matters, the
need for obtaining sufficient evidence of identity, recognizing and
reporting knowledge or suspicion of money laundering or terrorist
financing, etc.;

Potential effect on the company, on its employees and customers, if
there is any breach of AML/CFT Law or Regulations;

The company’s Customer Due Diligence (CDD) or Know Your
Customer (KYC) procedures.

How to identify suspicious transactions.

Internal reporting line and procedures to be adopted when a
transaction is deemed to be suspicions.

The importance placed on the reporting of suspicious transactions,
that there is a legal requirement to report, and that there is a

personal statutory obligation to do so.

Tipping Off.
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16. Records Retention and File Keeping:

e Company should maintain all necessary records on transactions, both
domestic and international, for a period of ten years (10) following the
completion of the transaction. This is regardless of whether the account or

business relationship is ongoing or has been terminated.

e Regarding suspicious transactions, records should be kept for a period of
ten years (10) at least or until a judgment, in case of any judicial
involvement or final decision is rendered with regard to the transaction,

whichever is longer.
e Training records should be retained for a period of ten years (10).

e The records and regulations relating to AML/CFT should be able to be

retrieved without undue delay.

e Company shall update these data periodically and ensure that the judicial
authorities and competent authorities entrusted with the enforcement of
AML/CFT Law have timely access to these documents and records, as and

when necessary.
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16.1 Documents Recovery:

» Eastern Exchange shall be required to submit transactions details

including customer due diligence information, documents and form
signed by customers, AML/CFT training materials, etc. to competent
authorities. Lack of complete and proper records and documents will
damage our reputation and integrity; therefore, all staff must exercise
utmost prudence in this area of their responsibilities. The records,
documents and files on transactions as applicable, , must be retained
for a minimum period of Ten (10) years from the date of financial

transactions.

» All dealings involving financial transactions cannot be considered

legally complete unless the customers concerned have placed his or her

signature on the relevant transaction document.

» All branches are responsible to maintain all records in an orderly and

identifiable manner at all times. Such records and files must be
forwarded to head office in due course. Upon request from Head Office,
regulator/law enforcement authority, concerned branch must liaise
with operations department. Branch Manager/Branch In-charge will be

held accountable for non-compliance.

It is important to note that on a random basis, sample documents are
requested by the Central Bank examiners, external auditors, and
Internal Auditor for verification or investigation purposes, therefore
proper maintenance of such documents and files are essential at all

times.
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17. Suspicious Activities:

e There are signs of suspicious activity that suggest money laundering.

These are commonly referred to as “red flags”. If a red flag is detected by

any employee and reasonable explanation is not determined, the

suspicious activity shall be reported to the MLRO. MLRO shall conduct an

analysis on the suspicion and if applicable proceed to file a Suspicious

Transaction Reports (STR) to the FIU.

36 | Page

17.1 Examples of red flags:

Customers sending or receiving frequent amounts that are much
greater than what would be expected from for the customer.
Customers avoiding thresholds.

Customers conducting suspicious transactions may appear nervous,
rushed or defensive to questioning about his remittance.

Customers who may be reluctant to show ID.

Customers who may offer gifts to avoid certain record keeping
requirements or if you handle the transaction in a certain way as he
desires.

Customers concealing the beneficial owner of funds.

Two customers coming together but sending money transfer
separately to the same beneficiary.

Upon request, the customer refuses to identify or fails to indicate
any legitimate source for his or her funds.

Unable to establish the correlation between the sender and receiver,

in term of relationship and line of business.
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The customer has difficulty describing the nature of his/her

employment/services.

The customer attempts to make frequent transfer/change of
currency in small amount to avoid producing IDs (“smurfing” or
splitting of transactions, which is not allowed).

The customer requests that a transaction be processed in such a
manner to avoid the branch’s normal documentation requirements.
If the customer is asking lots of questions about the service - Such
as: What are the limits (for both remittance and money changing)
below which identification is not necessary? What are the maximum
amounts that can be sent or to change money? Is there any record
keeping requirements?

If a customer refuses or hesitates to provide required information
or identification.

If a customer refuses or hesitates to provide required information
or identification.

large cash transactions for which the customer does not have a
reasonable explanation or basis.

Potentially, finding that your customer is over-inquisitive about the
money laundering Law reporting requirements.

Customers trying to change large quantities of small value currency
into large value currency.

Transfer the incoming remittance directly after receiving it.

The information provided by the customer that identifies a
legitimate source for funds is false, misleading, or substantially

incorrect.
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18. Review and Auditing of Anti-Money Laundering Program:

¢ Independent review must be conducted by Internal and external reviewer on
annual and periodical basis to ensure compliance with the AML/CFT Rules
and regulations issued by Qatar Central Bank and the company’s Internal
Policies and Procedures.

e Both external and internal audits have an important role to play
independently evaluating, on a periodic basis Agent AML & CTF procedures.

18.1 External Audit:

v' Means testing of the internal procedures by an independent party, performed
by people not from the Company. The auditors must be sufficiently qualified
to ensure that findings and conclusions are reliable.

v' The External Auditor shall audit the adequacy of Compliance, AML & CTF
procedures, Compliance officer functions, controls and shall report to the
Board of Directors.

v' The independent testing by an external audit shall be on an annual basis.

18.2 Internal Audit:
v These audits performed internally within the company.
v There should be a well-defined audit program & checklist
v' The Internal Auditor of the company shall forward a report once in three

months on the efficacy of the implementation of the policy, procedures and
control across the company.

v The auditor should report directly to the board of directors or to a designated
board committee.
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18.3 AML Compliance audit may cover the following aspects:

v' Examine the adequacy of CDD policies, procedures and processes, and
whether they comply with internal requirements.

v" To review the company’s Compliance Program to determine its adequacy and
effectiveness

v Assess training adequacy, including its comprehensiveness, accuracy of
materials, training schedule and attendance tracking.

v’ Assessing whether current measures are in line with the latest developments

and changes to the relevant AML/CFT requirements.

v’ Assess compliance with applicable laws and regulations.

v' Reviewing policies, procedures, and processes for suspicious activity
monitoring.

v' Determining the system effectiveness for reports, blacklist screening, flagging
of unusual transactions.

v’ Assess the adequacy of recordkeeping.
v Review Suspicious Transaction Reporting (STR) systems.

v" Provide reports on audits conducted to the BOARD by highlight the
effectiveness of established AML/CFT measures and inadequacies in internal
controls and procedures including recommended corrective measures.
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19. MLRO & DMLRO Contact Details:

MLRO:

Name:
Position:

Address:

Phone:
Mob:

Email:

DMLRO:

Name:
Position:
Address:
Phone:
Mob:

Email:
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Ahmed Elsaied Reda, CAMS
MLRO & Compliance Officer

Eastern Exchange Co., HBK Building,
Doha Jadeed, Doha/Qatar

+974 44412655 - +974 44439593

+974 77116441

ahmedreda@easternexchangeqatar.com

Muhammed Ali Eranholi
Deputy MLRO

Eastern Exchange Co., HBK Building,
Doha Jadeed, Doha/Qatar

+974 44412655 - +974 44439593
+974 66436467

ali@easternexchange.com.qa
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